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Twitter messages from lawyers, for all their informal-
ity, must be treated with the same caution as messages in
any other form (including correspondence, memoranda
or e-mails). Lawyers must pay particular attention to the
risks of revealing privileged or confidential information
in Twitter messages, which are often programmed to be
sent to a group of friends and acquaintances. Further,
despite the informality of the medium, messages that
contain what may appear to be legal advice, that operate

on the (unstated) premise of an attorney-client relation-
ship, or that may be characterized as a solicitation of legal
work, may have the unintended consequences of raising
professional responsibility issues or ethics concerns.8 To
avoid doubts about the meaning of Twitter communi-
cations, lawyers may need to establish some protocols:
avoiding anything but general professional news in their
Twitter communications, restricting the group of recipi-
ents of Twitter communications (or some subset of such
communications) and/or providing periodic notice to
recipients of the conditions under which the Twitter com-
munications are made.?

Implications for Businesses
Business use of social networking tools has grown tre-
mendously in recent years. No longer just a fad, social
networking has particularly drawn the attention of
advertisers and corporate communications specialists.10
The Internet has created hundreds of “communities” of
interest for marketing, branding and the introduction of
new products and services.!! In a down economy, recruit-
ers and unemployed workers may use such technologies
to help change career directions.12 And some sources sug-
gest that social networking can perform admirably in the
event of emergencies.!3

Twitter enthusiasts suggest that this technology may
offer similar business (as well as social) benefits. Because
of its novelty, however, Twitter applications typically are
not offered by businesses directly for their employees. As
a result, text messages generally do not run through an
enterprise network but rather through the telecommu-
nication carrier’s network. In effect, Twitter messaging,
like many forms of mobile computing, may not (at least
as yet) fall within the purview of any company IT regula-
tors.14

Indeed, to the extent that businesses cannot capture
and save such messages, they may have particular dif-
ficulty regulating Twitter communications. As a result,
some businesses may choose to label Twitter messaging
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as not part of the company’s record-keeping system.
Some businesses may go further and forbid the use of
such messaging for business purposes.!®

Yet, corporations clearly have a stake in preparing
for the possibility that their employees may use Twitter
(and other social networking technologies). Messages
sent from corporate employees may convey proprietary
information, may reveal other privileged or private infor-
mation and may expose the company to claims of defa-

mation or harassment. Messages received by employees
may contain spam, malware or illegal materials. And, to
the extent that employee dedication to social networking
becomes a distraction, it may decrease the efficiency of
the organization.16

As a result of these kinds of concerns, companies may
need to survey employee communication practices peri-
odically and may need to conduct training or information
campaigns regarding what social networking practices
(including Twitter) will be supported and which consid-
ered unacceptable.l” System monitoring may be required
to confirm that employees use corporate communication
systems in conformity with established policies. In cer-
tain circumstances, the company may consider specifying
that misuse of corporate communication systems (or pri-
vate communication systems while on company time or
in connection with corporate business) will be considered
grounds for termination of employment.18

Implications for Litigation

The increasing speed of communication media (from writ-
ten correspondence to telegraphs, telephones, facsimile
transmissions, e-mail, IM and now texting and Twitter)
may have decreased the attention span of the average
user.19 Whatever the cause, experience in litigation since
the Internet was invented, and e-mail popularized, shows
that abbreviated, casual messaging systems tend to breed
abbreviated, casual messages.20 Such messages can get
individuals (and companies) in a lot of trouble in the
event of litigation.!

The limits of the term “electronically stored infor-
mation” (ESI), as used in the 2006 amendments to the
Federal Rules of Civil Procedure, have not been clearly
established. One case involving RAM information on a
Web site suggests that the term could cover relatively
ephemeral information, such as Twitter messages.?2 The
case, however, has received some serious criticism.23
Thus, there may be some question whether Twitter mes-
sages are “stored” within the meaning of the Rules.2*



At very least, the discoverability question may turn on
the facts of how Twitter technology has been used in the
particular case.?>

Even if such information is not produced as part of
the discovery process, however, Twitter messages may
be findable, and usable, in the event of disputes, to
the extent that such messages are posted on social net-
works.26 Indeed, an ad hoc system for identifying and
aggregating Twitter messages on common themes (such
as a news event) has developed.?” And such messages
may become potent evidence in the event of litigation,
just as e-mail has become.28

Formulating Best Practices for Twitter Use

Contrary to the instincts of some, there has been no “end
of history” regarding communications technology.2? The
acceleration of new technologies, new computing capa-
bilities, new communications media and new social cus-
toms continues.

For lawyers and their clients, the advance of technol-
ogy may have significant legal implications. The only
reliable means to cope with new technologies like Twitter
is to embrace an understanding (if not a use) of such tech-
nologies, to participate actively in efforts to understand
how such technologies may modify legal regimes, and to
help clients formulate best practices to control and exploit
such technologies.30

Lawyers cannot do this job alone. The effort must be
interdisciplinary, aimed at understanding both what is
legally required and what is practical and economical.
Ironically, new technologies like Twitter may drive law-
yers to recognize their interdependence with other pro-
fessional disciplines, even if they never choose to adopt
the social networking technologies with which they must
become familiar.31 [
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